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Executive Summary

This document contains the technical description of the Devieypmework.The second release of

this componenbffers some improvements at a graphical level, it integrates all the DECIDE tools, and
provides new functionalities compared to the first release, sudnfagstructure to share confidential
information amongst toolsvith Vault.

Since the fist release, an integration environment has been set up to provide access to partners to the
DECIDE Platform. This environment is coinéig as a twestages environment and is described within
the document.

The graphical interface has also been improved aerves as an entry poitd access the Uls of all
components.

The DevOps Framewordso handle the DECIDE workflow. A first approach to implement this
functionality has been tackled in this document, with the creation of a state machine to coimgrol
contents of the application description.

Lastly, the technical implementatiorf this component can be found at the end of the document.

© DECIDE Consortium Contract No. GA31533 Page7 of 52
www.decide-h2020.eu (o) BT



http://www.decide-h2020.eu/

D2.7 ¢ Intermediate DECIDE D@ps Framework Integration Versionl.0¢ Final Date:28.02.2019

1 Introduction

1.1 About this deliverable

This deliverable explains tharchitedure of the secondDECIDE DevOps framework prototypie
introduces thenew implemented functionalities for the M2@rototype andincludes a technical
description of this component.

Furthermore, the deliverable gives an overviewtlzé integration environment that has been set up
in AIMES premises, to test the integration of the DECIDE KRs and \itlin#te use cases.

1.2 Document structure

The document is structureiah six(6) main sections

Section Z2xplainsthe DECIDE integration environment.

Section 3etails the DevOps Framework UI.

Section 4describes therchestration strategy, based on a state machine.

Section Horovides detail of the deployment of Vault, a component to share secrets amongst
the DECIDE tools.

Section6 contains the technical description of the DevOps framework and,

Section 7Provides delrery and usage information

=a =4 -4 -9

= =
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2 DECIDE Development and Integration

This sectiompresens the process followed in DECIDE that has been set up for development, testing
and integration of its tools and KRsbuilds upon andipdates the integratin strategy presented in
DeliverableD2.3Integration and validation strategl], with the actual implemented methodology,
tools and approach.

The development process in DECIDE is set up in three stages, as the followenghiyus:

Production

* Development is « “Alpha” tool versions * Only stable tool versions
performed locally * For testing new functionalities * For use cases testing
and integration * Updated every 15 days

* Updated daily and on demand

et sl

Figurel. Development process in DECIDE

1 During thedevelopmentstage, the different tools are developed by the responsible partners,
locally, and tested in isolation before moving to the staging stage.

1 Inthestagingstage, all DECIDE KRs are deployed in a common environment, where integration
tests can take place. This environment is meant to check the correct integration of the
components, and said components are redeployed whenever the developer changes the code.

1 Lasty, in theproduction stage, only stable versions of the tools are deployed, after making
sure that they are working as intended. This environment is manteblyilt every 15 days.

As it has been mentioned, the development is performed locallghbypartners, but the staging and
production stages are integration environments, set up in AIMES premises, to which all partners have
access. These environments will be described in the following section.

2.1 Staging integration environment:

The integration avironment is located in an AIMES machine, to which a public IP has been assigned.
This environment is meant to test recent changes to the tools and the integration of the different
components. As such, whenever a change is committed to a tool, said tagbimatically redeployed.

The ntegration environmenis composed athe following tools:

1 Git there existsa remote repository for th®©ECIDRroject where the different code versions
of each of the developed services are staréte git repository isdsted at TECNALIA.
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Projects

Your projects  Starred projects

All  Personal

w

decide / WP4  Developer

decide f WP3  Developer

decide / adapt-do-demo

decide /f WP5  Developer

decide / devops  Developer

Tecnalia GitLab Service e

tecnalio I s

Welcome to the Tecnalia GitLab Service

Figure2. Git wherethe tools(rode is stored

Explore projects Filte

Developer

decide / AppController Developsr

decide / SockShop_AppDescription  Developer

decide / mcsla-core  Developer

MCSLA Core Library

decide / OPTIMUS  Developer

Optimus tool

decide / cloud-patterns D

Jeveloper

Small sister of cloud-patterns-compendium

Figure3. Code structure within Git

by name.

Last updated

*0 a
updated 14 hours ago

*0 a
updated 22 hours ago

*0 a
updated 1 day ago

*0 a
updated 4 days ago

*0 a
updated 5 days ago

*0 a
updated 6 days ago

*0 a
updated 2 weeks ago

*0 a
updated 2 weeks ago

*0 &
updated 3 weeks ago

*0 &
updated 3 weeks ago

1 AzureDevops this toolallows to automate processes within the tfgcle of applicationsuch
as updating the codeor provisioning a new environment in a simple wé#ycovers the
commonly defined as continuous integration and continuous delivery in the DevOps
philosophy.The steps to follow to automate the services are:

o Define variables In(i K SpelinésA| A 0 Nskchibh the staging vaables used by the
DECIDE microservicase defined
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Variables

Name | Value 5]

ACSMI_VERSION d3657b5b9af7db9957dcdd73b2ac452edd54f988

ACSmIBackendContainerName acsmi-discovery-server

ACSmIBackendimageTag acsmi-discovery-server

ACSmIBackendPortMapping 3307:3306

ACSm|BaseServerlmageTag eu.decideh2020.int.springbootserverrepo

ACSmIDiscoveryNetworkName acsmi-discovery

ACSmIFrontendContainerName acsmi-discovery-client

ACSmIFrontendimageTag acsmi-discovery-client

ACSmIFrontendPortMapping 8087:5080

ACSmIMonitoringContainerName acsmi-monitering

ACSmIMonitoringimageTag acsmi-monitoring

Figure4. Staging variables in the integration environment
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0 Make a build for the first deploymentit is necessary t@enerate a Bw build and
define all required tasks:

) Azure DevOps 3 DECIDE pelin s “ =0 @
B occioe + & - Build - DevOps Framework
i overview Tasks Variables Triggers Options Retention History = summary D Queue -
% Boards Pipeline Agentjob @ na} Al R
ine o) i) er
PR
epos = et sources
' ¢ raocsto = Display name *
o Fipelines
Build server
& o Build server + #
B FRun en agent a
e Agent selection ~
& Releases , Maven devopsframework-server/pom.xml Agentpool () | Poolinformation | Manage =
W Library
2. Build animage Defaut 2
Task groups = R oose
Demands (D
T Deployment groups e e
& restpians
Build frontend
B Aritss 8

+ add
m npm install

2. Build animage

Execution plan A~

Parallelsm (0

. @ Hone Muki-configuration
Timeout

docker-compose + °
Job cancel timeout* @

S Runa Docker Compose command
B oocee:Compose ,

Figure5. Overview of the build setup

o0 Build Taskeach of he necessary tasks to start a micro service (get Git sources, Maven
O2YLIAESSE 06daAfR AYIF3ISAX0Y
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+

& - > Build - DevOps Framework

Tasks Variables Triggers Options  Retention  History

Pipeline

Builg pipeline

z= Get sources
€ repository I¥ master

Build server +

£ Run on agent

/ Maven devopsframework-server/pom.xml

5= Build an image

Z ™ Uocke

Build frontend +

un on agent

m npm install

=

o

ocker-compose +

un on agent

HH

= Runa Docker Compose command

Docker Compose

A

Figure6. Overview of the tasks needed to start microservices

0 Make a releaseWhen a build is runningroperly, it is time to ceate a new release
connected to the build:
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All pipelines > ¥ Deploy ADAPT - DO

Pipeline  Tasks Variables  Retention Options History
Artifacts | -+ Add Stages | -+ Add
. &
it .
_Build - ADAPT % Stlaggmg jo
Do B | 1job, 2 tasks

Schedule
® not set

Figure7. Release creation menu

0 RedeployNormally this operatioris launchedautomaticallywhenthe code changes,
but there exists the option to force the redeployment manually:

Release Stages

Continuous deployment Stagging

for . Jose Manuel Lopez ... @ Succeeded

7/2/2019 8:44

on 7/2/2019 8:45

Artifacts

n ) Redeploy = Logs

HI“

_Build - ADAPT DO @

201902071

¥ master

Figure8. Redeployment menu
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Logs Summary Tests
uild server Job Build server Job Started: 14/2/2019 17:36:19
Pook Default - Agent: decide-02 e m 49

Build frontend Job

Prepare job e

docker-compose Job

Succeece nitialize Job e

Agent phase Job Get Sources 3
Maven devopsframework-server/pom.xmi il 1m 37
Build an image Ss
Post Job Cleanup e

Figure9. Overview of steps required for the deployment

0 Logs all redeploynent operatiors generate logs. These logs are useful to know if the
microservices can start or return an error:

@ Maven devopsframework-server/pom.xml Previous task

: Maven
Description : Build with Apache Maven
Version 1 2.147.1

Author : Microsoft Corporation

Default

05 name:

[command]/usr/ _work/18/s/devopsfra erver/pom.xml helpzeffective-pom
[INFO] Scanning for project

[INFO]

--- maven-help-plug: effective-pom (default-cli) @ devopsframework-server -—--
[INFO]
Effective POMs, after inheritance, interpolation, and profiles are applied:

en-help-plugin/

Lns="http://maven.apache.org/POM/4.8.0" xmlns :xs: Y7 3 emalocation="http: //maven. apache.org/POM/4.0.8 http://maven.apache.org/xsd/maven-4.8.8.xs
on>4.8.6</modelversion>

org.springfrar rk.boot</groupId>
i arter-parent</artifactId>

ects with MongoDB and JWT authentication</description>
it /devons Frameeo k- server /. N

Figurel0. Sample of a redeployment log

2.2 Production integration environment

As stated in the intrduction of the section, there is a second integration environment in place, where
only stable versions of the tools are deployed. The goal of this environment is to have a more static
version of DECIDE, for hitgvel testing and for useases testing.

This production environment is set up exactly the same way as the staging one, in a second AIMES
machine, with the only difference that the automatic redeployment is disabled. It has been agreed
that a new deployment will take place every 15 days, to give to new tool versions to be polished

in the staging environment before moviogto production.

© DECIDE Consortium Contract No. GX31533 Pagel5 of 52
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2.3 Codestructure

To setup the integation environment described above, the code structure within Git must follow a
common approach, distinguishing between stakikrsions of the tools and versionsdevelopment.
Thus, he following structure has been agreed upon all partners:

Two different branches will be created:

T Master branch: this branchwill host the most recent version of the toglsvhere new
functionalities will be implemented. The code on theasterbranch will be deployed in the
staging environment whenever a new version is released.

1 Releasédoranch:this branch will hold only stable versions of the todisvill be updated with
a new version once it hd®een proved that said version is birge and workingroperly. The
code on thereleasebranch will be deployed in the production environment every 15 days.

Besidesthe different tool releases in theeleasebranch will be taggetb give the possibilitpf rolling
back to a previous version, in case something goes wrong with the tool.

3 DECIDE Ul

The DECIDE Framework provides a graphical user interface to provide access to the different Key
Results.

On one hand, thédrameworkA y Of dzRS& | & DSallddlad fiser SoRfedte? NBECIDK |

application, that is, introduce the most relevant data about the application (hame, location of the code,
number of microservices, NFR&which will later be written into the Application Description. It also
provides tre option of importing a previously created Application Description. The current version of
the DevOps framework is adapted to the latest NFR format. The images below sh@ertbeal Editor:

Microservices NFRs Preview

Microservices

Figurell. General editor. Microsenascreation
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Configuration
NFRs

availability

AVAILABILITY LEVEL
performance

scalability
AVAILABILITY (%)
location

cost

TAGS

% Application |

NFRs

List of NFRs for this project.

Figurel12. General editor. NFRigfinition

On the other handt integrates the graphical interfaces of the Key Results, so that they can be accessed
from one point. Theoreferred means of integration is through theesof an iframe, butor some of

the tools, the DevOps Framework construct their Ul, with anb&Béd approach. More information

about the integration of tools at a GUI level can be found on deliverable[P]2Phe followirg figure

shows an example of an iframe integrated in the DevOps Framevark{ YL 5 A 802 OSNE Q& |

/ _décf'a_e ACSmI :: Advanced Cloud Service meta Intermediator frHome & Account =
Welcome to ACSml!
Advanced Cloud Service meta Intermedistor

décide

This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant
greement No 731533

Figurel3. ACSmi DiscodeE Q&4 A FNI YS Ay (GKS 5S@hlLJA CNI YSg2N]

Lastly the DevOps Framework provides a dashboard to give an ovenvietveostatus of the
application, regarding code developmematterns or deployment situationThe following image
aK2pga GUKS RSGIFIAET 2F GKS ahLISNIGA2yEé LINI 2F (GKS
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SELECTED NFRS

@ Availability P Performance
98% 100ms

Name Tags

front-end ® application
catalogue W Applicatios
cants % Application
arders W application
payment W Application
queue-master W Application
shipping % Application

Lser W Application

ARCHITECT - SELECTED PATTERNS OPTIMUS - SIMULATION SCHEMA

Name Possitive Impacts Microservices Cloud Service

Performance

‘aab@-beatadddoal
§ff7bc79728
2-9165(ca2bebl
5-coef3c961791

Elastic Load Batancer
Availabilty 5

Resiiency Management Frocess Avalabilty
Provides Adapter Availabilty
Scalabilty

Performance b5I3e698-5585-4675-BI2f-ddane6adbl fo
11dff99a-bBEd-43db BIBT-43d1 8ad1 8379

Elastic Queue

ba006167-5dbd-4c49-bfa2-47d76ceeTHal
49c08c03-06ef-47d3 91b6-22bedaf 5319

3257b4darfB0G-4053-167-78a24048b14

450904188112 43acb05a £8%6aa04dc

Figurel14. DevOps Framework Dashboard. Operation sectio

4 DECIDE Orchestration

There are a lot of tools that intervene in DECIDE and that have to be called at the appropriate moment.
Furthermore, these tools need that certain information about the project being developed has been
introduced in the applicationescription in order to work properly.

Because of this reason, a component that takes care of these issues is required. This component has
to invoke the correct tool at the right time and should also enable or disable access to the tools,
depending on theinformation already included in the application description. It is the DevOps
Framework the tool thahandles this, since it isthe entry point to DECIDE and the most centralized
component.

Due to the complexity of the DECIDE workflavd aubworkflows, this is not a trividghsk As a first
step towards solving it, a state machine has been developed, to understand and clarify the information
needs of the tools and the dependencies between the application description variables.

The state machine described below aims at giving an overview of what variables in the Application
Descriptiont are needed for each tool to be able to work. States represent tools that are ready to be
used and transitions represent the introduction of a sevariables in the Application Description.

This state machine ia first version that will be expanded and implemenfedthe final release

1 The Application Desigtion isthe procedure that DECIDE has selected to make all tools interoperable
© DECIDE Consortium Contract No. GA31533 Pagel8of 52
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violation

patterns=1

urls=1

ARCHITECT

microServices=0 |l basiclnfo=0
— =

development and |«
1 images=0
ADAPT DO

microServices=0 Il basiclnfo=0

microServices=1

OPTIMUS

Classification X
contracts=1 && runtimelnfo=1

ACSmI
Contracting

As stated abovehe diffeSy & aidlF iSa 2F GKS RAFAINIY NBLINBaSyi
they have all the necessary information to work. For simplicity, an enabled tool indicates that all
GLINSOGA2dza¢ (22fta o6dGd22ta GKIFIG KIFIOS Aeg/th&staesSy SR o
Ghte¢La!{ {AYdZlFdA2yé NBLINBaSydGa GKIFG GKS htceLal
development and build, ARCHITECT and DevOps Framework tools are enabled in that state. The
following table shows the relationship between the ss&nd the tools enabled in each state:

classification=1

OPTIMUS
Simulation

schema=1 MCSLA MCSLA=1

Figurel5. DECIDE State machine diagram

Tablel. Relationship between states and enabled tools

DevOps Framework DevOps Framework
ARCHITECT DevOps Framework
ARCHITECT

Code development and build DevOps Framework
ARCHITECT

(Eclipse)

OPTIMUS Classification DevOps Framework
ARCHITECT

OPTIMUS Classification
OPTIMUS Simulation DevOps Framework
ARCHITECT

OPTIMUS Classification
OPTIMUS Simulation
MSCLA DevOps Framework
ARCHITECT

OPTIMUS Classification
OPTIMUS Simulati

© DECIDE Consortium Contract No. GA31533 Pagel9of 52
www.decide-h2020.eu (o) BT



http://www.decide-h2020.eu/

D2.7 ¢ Intermediate DECIDE D@ps Framework Integration Versionl.0¢ Final Date:28.02.2019

MCSLA

ACSmI Contracting DevOps Framework
ARCHITECT

OPTIMUS Classification
OPTIMUS Simulation
MCSLA

ACSmI Contracting
ADAPT DO DevOps Framework
ARCHITECT

OPTIMUS Classification
OPTIMUS Simulation
MCSLA

ACSmI Contracting
ADAPT DO

Monitoring DevOps Emework
ARCHITECT

OPTIMUS

MCSLA

ACSmI Contracting
ADAPT DO

Monitoring (ADAPT MM and ACS
Monitoring)

¢tKS a/2RS RS@St2LIYSyYyid IyR o0dzZAftReé &aidlGS NBLINBASY
(name, description, NFRs) and patterns are alreadyadlail hence allowing the development team

to start developing. The following tools, however, do not require that the code or the images are
available, except ADAPT DO.

¢KS Gaz2yAd2NRAyIé adriS NBLNBaSyida (KIfabe@ G K ! 51t

As for transitionsthey reference the group of variables in the Application Description that allow a tool
to work properly i.e. the minimum amount of information the tool needs. Once that information has
been introduced in the Application Descii, the state (tool) is enabled. Below, these transitions are
explained:

basicinfor 6 aA O LINR2SO0GQa Ay T2NNVHKWEY =D Mi)iNR LBAHZOSR
microServicesinformation regardingthe microservices

NFRsselected NFRs

patterns: patternsselected by the user from the list provided by ARCHITECT

images images of the developed microservices are available

classification information generated by OPTIMUS classification and required by OPTIMUS
Simulation

schema schema proposed by OPTIMUf @elected by the user

MCSLAMCSLA created

contracts contracts are created

runtimelnfo: info that ADAPT needs for deployment

urls: URLs generated by ADARMere the microservices are deployed

violation: a violation is received

= =4 -4 -4 -8 -9

=a =4 -4 -8 _a 9
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5 Secrets sharing

The D@Ops framework mugtrovide the necessary infrastructure for tools to be able to share sensible
information amongst themselves. For this task, it has been opted to use Vault.

Vault is a tool, developed by HashiCorp, for securely storing and accessirtiysenfirmation, or
secrets such as API keys, passwords or certificates.

The main features of Vault af&]:

1 Secure Secret Storag€ault can storeiitrary key/value secretdhese secretare encrypted
prior to writing them to persistent storage, so gaining access to the raw stasaggtenough
to accesshe secrets.

1 Dynamic SecretsVault can generate secrets-giemand for some systems, such as AWS or
SQL databases. After creating these dynamic secretd, Wilidlso automatically revoke them
after the lease is up.

¢ Data Encryption Vault can encrypt and decrypt data without storing it. This allows to define
encryption parameters and to store encrypted data in a locatigthout having to design
specificencryption methods.

1 Leasing and Renewadll secrets in Vault havel@aseassociated with them. At the end of the
lease, Vault will automatically revoke that secret. Clients are able to renew leases wia built
renew APIs.

1 Revocation Vault canrevoke not only single secrets, but a tree of secrets, for example all
secrets read by a specific user, or all secrets of a particular type.

VAULT IN DECIDE
The basic working process of VAnlDECIDE depicted in the figure below:

1. Create policy for devops
2. Create policy for apps

3. Create policy for services 7. Read API key
I v v >
admin
apps
5. Write API key
6. Write DB root certificate
: }' t 8. Read DB root certificate D‘
11
devops :
services

Figurel6. Vault basic workflovj2]

1. An administrator is in charge of creating the policies that define what secrets can be accessed
by each component.

2. A DevOps operator (this role can coincide with the administratt®) rill store the secrets
inside Vault.

3. Tokens, which are associated to a certain policy, thus controlling what data they can access,
are created by the administrator and distributed to the tools that will access the vault.

4. Whenever a tool or component rels a secret, it will request it to Vault, obtaining access to it
by means of the provided token.
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6 Implementation

6.1 Functional description

The DECIDE DevOps Framework is the platform from which the different Key Results will be accessed.
Its main purpose igo offer an intuitive interface to the user whetdey can set upa specificmulti-

cloud nativeapplication and consume any of tla¢her tools integrated in the system. The framework
providesan entry point to DECIDE ahdndlesthe interconnectbn betweenallthe elements involved,
providing a global overview about the state of the application to the end usarthermore, the
DevOps Framewortakes care ofthe user and applicatiomanagement angrovides the necessary
infrastructure tosafely store and share sensitive information.

Functionaities:
The main functionalities of the DECIDE DevOps Framework can be summarized as:

1. Entry point The framework musprovide centralized access to the different tools and KRs. It
will also provide tle necessary facilities for user and application management.

2. KR integration The framework must transparently unify the graphical interfaces of the Key
Results. Besides, it will allow for the creation and edition of the Application Description, a file
that contains the parameters to configure the tools and serves as an integration point for these
tools. This file has been defined in deliverable O2)kand updated in D2.55].

3. Workflow orchestratio. The DevOps framework will be able to launch the different tools and
KRs and make sure that the DECIDE workflow is followed as intended.

4. Application configurationThe DevOps framework will allow users to introduce the application
information that is neded for the tools to function properly.

5. User and application managementhe DevOps framework will manage user access to the
platform and the application(s) that each user is working on.

6. Secrets managementThe framework will provide infrastructure to steaand store secrets
(credentials, tokens, certificates) in a secure manner through the use of [¢hult

DECIDE DevOps framework will follow an incremental strategy, according to which different
prototypes of the frameworlare periodicallyreleased(in months 15, 27 and 33Thecurrent M27
prototype improves upon the M15 version anbas the following coveragef the expected
functionalities

1. Entry pointCovered This prototype provides a platform with centralized accessltoECIDE
tools.

2. KR integration Covered. The prototype gives access tl DECIDE KRand enabls
communication amongst them.

3. Workflow orchestrationPartially covered. The DevOps frameworprovides the means to
launch the corresponding tool, and autonlly triggers some componentsull workflow
orchestration will be supported on the final version.

4. Application configuration Covered The prototype let users create and configure
applications, by letting them introduce all the necessary informationualieem either from
the General editor or from the corresponding tab of the tool.

5. User and application managemeovered The prototype providginfrastructure to manage
user access and the application(s) that each user is working on.

6. Secrets managemenCovered The prototype provides access to Vault, a component that
safely stores sensitive information and enables its secure sharing.

Requirements:
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The global requirements for the DECIDE DevOps Framework have been analyzed, reviewed and
gathered inD2.1 [3] and revised in D2.74]. The following table provides the status of the
implementation of these requirements in the M27 prototypEhe table represents an update tre
requirements implementedor the M15release andlocumented in section 2.1 of deliverabl@.B[7].

Table2. Requirements covered by the M prototype

The svstem must provide the us The prototype provides access to ¢
KRIREQ . y ISt P platform from which the different tools
with an entry point to DECIDE. -
can be utilized.
The prototypeprovides access to the
KRIREQ2 The system must unify transparent tools, whose Ul will be embedded
the Uls from the different KRs. the platform, following a common se
of guidelines.
The prototype includes a dashboa
KRIREQ3 The system must provide a gene| that unifies information from some @
DECIDE UL. the toolsto give an overview of the
application status
Although the prototype does no
receive patterns as such due to desi
KRIREQ4 The system must receiv reasons, it provides access to tl
ARCHITECT's patterns. patterns repository and allows a us;
to select wha patterns will be appliec
to the application.
The developer must have access tt WSj dzA N5 Y Sy U N‘B.a N
: ) patterns do not include code snippe
KRIREQ5 development environment with the .
. that can be received by a developme
received patterns. .
environment.
The developer must have access tt The prototype a llows its users .to
) .| import Application Description files
KRIREQG6 development environment  with = © .
, : which would load a certain DECII
preloaded DECIDE configurations. ! )
configuration.
KRIREQ7 The syst_em must allow the develop Thl_s functionality is provided b
to submit their code. Eclipse.
The system must be able to versi(| __, . . L . :
KRIREQS8 the code submitted by the develope This functionality is provided by Git.
The system must be able resolve . . : . :
KRIREQ9 the dependencies of the submitte Th'.s funf:tlonallty s provided b
Eclipse/Git.
code.
KRIREQ10 The system must compile the cog ThIS. functionality is provided b
without errors. Jenkins.
The system must receive the testi __, . . : . :
KRIREQ11 activities that have to be performei This ~functionality is provided b
SonarQube.
on the code.
KRIREQ12 The sys'Fem mus_t be at_>|e_:_to perfor| This functionality is provided b
the received testing activities. SonarQube.
The system must present the retu| This functionality is provided b
KRIREQI3 from the testing activities. SonarQube.
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The system must guarantee U The coderesides in a Git repository
KRIREQ14 continuity of the code within that is accessible by all tools
DECIDE's workflow. '
The prototype will provide an option t|
KRIREQ15 The_ system must make the cod indicate where the code is locatel
available for DECIDE. o .
making it available for all tools.
The system must guarantee th
KRIREQ16 fulfilment of DECIDE's patterns by t| Requrement rejected.
developer.
The prototype provides a General
KRIREQ17 ErESiIdZEsuE;gr?E) Sr l\rlr:aRm;gﬁg:inén Editorthat V\@II Ie'E the user specify the
LI AOF UA2Y Qa b Cy
The system must support develope
edablishing qualitative NFP that th The prototype provides a General
KRIREQ18 application must comply with (i.¢ Editor that will let the user specify
security, location, financial, low/hig| | LILI A OF G A2y Q& b CH
technological risk).
The system mustupport developers
establishing quantitative NFP that tf The prototypeprovides a wizard that
KRIREQ19 application must comply with (i g Af f fSiG GKS dza§
MTBF, availability, response time, l§ NFPs related to avalidity and cost.
cost, throughout)).
KRIREQ20 Th_e system must include a (MC)S The MCSLA editor is integrated in t
editor. prototype.
. The prototypeutilizes the Application
KRIREQ21 The_ system must include 3 Controller to update the Applation
Application Controller. L
Description file.
DECIDE framework must facilitg The prototype provides continuous
DEVOPREQ1 small and frequent updates of th| integration, which facilitates small an
code. frequent updates of the code.
Zig:;i;ran;eevg%tmn;?m;” ﬂ:ﬁe Requirement rejected. &elopment is
DEVORPREQ2 ) . performed locally, there is no need {
infrastructure required for the .
deploy a development environment.
development.
DEVORKEQ4 DI_ECIDE _ framework must u The prob_type is _bu'll following a
microservices. microservices architecture.
DECIDE framework must support t .
DEVORPREQ5 continuous integration of the The pro_totypesupporSthe continuous
integration of the code.
developed apps.
DECIDE framework must pide a
DEVOPREQI10 way for team members tq Not covered.
communicate with each other.
DECIDE framework must provide
DEVORPREQ11 way for team members to plan th| Not covered.
development process.
DECIDE framework must support t
DEVORREQ13 | 2Pplication of best praices and \ o\ o\ eoreq.
design principles during the firs
phases of the development.
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DECIDE framework must provide .
...| The prototype integrates Vault, a
way to securely share sensitiy

KR1IREQ22 information amongst the differen| component for securely sharing an|
storing secrets.
Key Results
KRIREQ23 DECIDE framework must provide

The prototype provides user and

way to manage its users and th L
application management

projects that these users can acces

6.1.1 Fitting into overall DEC IDE Architecture

Before explaining hdepth the most important technical aspects of the DevOps framework
implementation, we introduce how the framewor&connected with the rest of DECID®Bdules and
represent the interfaces that enabtee communicaton amongthem.

As described abovihe DevOps framework is responsilide providing an intuitive user interface (Ul)
to developers and operats, so that they areable to orchestrate the communication between the
different DECIDE toolBndcanprovide as inpt all the parameters necessary to execute them.

Most of the information required by the tools is contained inside the Application Description, which is
a configuration file hosted remotely in JSON format, that can be edited by the DevOps framework and
by any of the DECIDE tools imgans of the Application Controller.

The following picture shows how the DevOps framework fits in the general architecture:

1 DevOps Framework |
«component»
3:| Application Description
«component» m «component»
o -/ o5
= | DevOps FE KRET = |KRn UI
App. Dercription updates
«component» M «component»
BE data
- M = [~~~
= | Application Controller N = | DevOps BE iR
App. Description updates ':':] KRoGE
Sensitive data
«component» /
= | vault

Figurel?. DevOps Framework within DECIDE

The DevOps Framework is composea dfackend, responsible for storing and manipulating data, a
frontend that, on one hand, unifies the Uls of the different tools and, on the other, provides a
Dashboard to give an overview of the status of the application.

Besides, a Vault instance is deygd within the DevOps Framework to handle storage and sharing of
sensitive information. The DECIDE KRs will access this component when they require any secret.
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6.2 Technical description

In this section wealescribethe technical specificatiaof the DevOps &mework implementation,
explaining the global architecture of the system dhe behaviour of themain components

6.2.1 Prototype architecture

The DevOps Frameworkdssignedasa microservices architecture based on isolated containers that
communicatewith each aher to obtain the required dataThe general architecture of the DevOps
framework for thisintermediate version is showtin the diagrambelow. Itis composedf multiple
modules that communicatevith each other using Cloud Computing techniqueach a service
discovery between each moduler load balancing to control traffimside the containers network

Figure18.5 S@hLJA CNI} YS@g2N] LINRPG20GeL)SQa | NOKAGSOGdz2NB

The DevOps Framework interacts with the microservicest ttorrespond with the DECIDE KRs
(ARCHITECT, OPTIMUS, MCSLA, ACSmI and ADAPT). It also deploys instances of SonarQube and
Jenkins, and Vault, for secrets sharing.

In addition, the frameworlkcommunicate with a localdatabaseto store data relative to useaccess
and application managementhe details of this procesalong with the Vault systerwill be detailed
in section6.2.2

Regarding the isolation of each microserviaed as mentioned in deliverable D%, the DevOps
platform has been deployed using Docker technolagyich allows to containerize each application
inside a separated component, and redirect the communication with the rest of the network
containers handling netvork aspectssuch as service discovery techniques, REST client definition or
load balaning between nodes.Finally this cloud architecturerovides a solutiorensuringhigh
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