
D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 1 of 52 

www.decide-h2020.eu  
 

 

 

 
 

 

 

 

Deliverable D2.7 

Intermediate DECIDE DevOps Framework Integration 

 

 

 

 

 

Editor(s): José Manuel López 
Javier Gavilanes Ruano 

Responsible Partner: Experis IT 

Status-Version: Final ς v1.0 

Date: 28/02/2019 

Distribution level (CO, PU): PU 

 

  

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 2 of 52 

www.decide-h2020.eu  
 

Project Number: GA 726755 

Project Title: DECIDE 
 

Title of Deliverable: 
D2.7 Intermediate DECIDE DevOps Framework 
Integration 

Due Date of Delivery to the EC: 28/02/2019 

 

Workpackage responsible for the 
Deliverable: 

WP2 ς DECIDE requirements and DECIDE solution 
integration 

Editor(s): Experis IT 

Contributor(s): Experis IT 

Reviewer(s): Leire Orue-Echevarria (TECNALIA) 

Approved by: All Partners 

Recommended/mandatory 
readers: 

WP3, WP4, WP5, WP6 

 

Abstract: This deliverable will provide an intermediate version of the 
integrated DECIDE DevOps Framework. This intermediate 
version will augment the initial version functionalities 
taking into consideration the feedback coming for the use 
cases. 

Keyword List: DevOps framework, integration, multi-cloud, microservice. 

Licensing information: This component is offered under the MIT license. 

The document itself is delivered as a description for the 
European Commission about the released software, so it is 
not public. 

Disclaimer This deliverable reflects oƴƭȅ ǘƘŜ ŀǳǘƘƻǊΩǎ ǾƛŜǿǎ ŀƴŘ ǾƛŜǿǎ 
and the Commission is not responsible for any use that may 
be made of the information contained therein 

 

  

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 3 of 52 

www.decide-h2020.eu  
 

Document Description 

Document Revision History 

Version Date 
Modifications Introduced 

Modification Reason Modified by 

V0.1 05.02.2019 First draft version Experis IT 

V0.2 20.02.2019 Sent to internal review TECNALIA 

V0.3 25.02.2019 Modified after internal review Experis IT 

V1.0 28.02.2019 Ready for submission TECNALIA 

  

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 4 of 52 

www.decide-h2020.eu  
 

Table of Contents 

Table of Contents .................................................................................................................................... 4 

List of Figures ........................................................................................................................................... 5 

List of Tables ............................................................................................................................................ 5 

Terms and abbreviations ......................................................................................................................... 6 

Executive Summary ................................................................................................................................. 7 

1 Introduction ..................................................................................................................................... 8 

1.1 About this deliverable ............................................................................................................ 8 

1.2 Document structure ............................................................................................................... 8 

2 DECIDE Development and Integration ............................................................................................ 9 

2.1 Staging integration environment: .......................................................................................... 9 

2.2 Production integration environment ................................................................................... 15 

2.3 Code structure ..................................................................................................................... 16 

3 DECIDE UI ...................................................................................................................................... 16 

4 DECIDE Orchestration .................................................................................................................... 18 

5 Secrets sharing .............................................................................................................................. 21 

6 Implementation ............................................................................................................................. 22 

6.1 Functional description ......................................................................................................... 22 

6.1.1 Fitting into overall DECIDE Architecture .......................................................................... 25 

6.2 Technical description ........................................................................................................... 26 

6.2.1 Prototype architecture .................................................................................................... 26 

6.2.2 Components description ................................................................................................. 27 

6.2.2.1 User and application management ......................................................................... 27 

6.2.2.2 Vault ........................................................................................................................ 27 

7 Delivery and usage ........................................................................................................................ 30 

7.1 Package information ............................................................................................................ 30 

7.1.1 DevOps Framework Client ............................................................................................... 30 

7.1.2 DevOps Framework Server .............................................................................................. 33 

7.2 Installation instructions ....................................................................................................... 33 

7.3 User Manual ......................................................................................................................... 34 

7.4 Licensing information .......................................................................................................... 35 

7.5 Download ............................................................................................................................. 35 

8 Conclusions .................................................................................................................................... 36 

References ............................................................................................................................................. 37 

Annex A. Code snippets ......................................................................................................................... 38 

Guards ............................................................................................................................................... 38 

Login .................................................................................................................................................. 38 

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 5 of 52 

www.decide-h2020.eu  
 

NFR Editor HTML ............................................................................................................................... 39 

Services (decide.gateway.service.ts) ................................................................................................. 40 

DevOps Framework Server (appManagerController) ....................................................................... 47 

 

List of Figures 

FIGURE 1. DEVELOPMENT PROCESS IN DECIDE ................................................................................................ 9 
FIGURE 2. GIT WHERE THE TOOLSΩ CODE IS STORED ......................................................................................... 10 
FIGURE 3. CODE STRUCTURE WITHIN GIT ....................................................................................................... 10 
FIGURE 4. STAGING VARIABLES IN THE INTEGRATION ENVIRONMENT .................................................................. 11 
FIGURE 5. OVERVIEW OF THE BUILD SETUP ..................................................................................................... 12 
FIGURE 6. OVERVIEW OF THE TASKS NEEDED TO START MICROSERVICES .............................................................. 13 
FIGURE 7. RELEASE CREATION MENU ............................................................................................................. 14 
FIGURE 8. REDEPLOYMENT MENU ................................................................................................................ 14 
FIGURE 9. OVERVIEW OF STEPS REQUIRED FOR THE DEPLOYMENT ...................................................................... 15 
FIGURE 10. SAMPLE OF A REDEPLOYMENT LOG ............................................................................................... 15 
FIGURE 11. GENERAL EDITOR. MICROSERVICES CREATION ................................................................................ 16 
FIGURE 12. GENERAL EDITOR. NFRS DEFINITION ............................................................................................ 17 
FIGURE 13. ACSMI DISCOVERYΩS IFRAME IN THE DEVOPS FRAMEWORK ............................................................. 17 
FIGURE 14. DEVOPS FRAMEWORK DASHBOARD. OPERATION SECTION ............................................................... 18 
FIGURE 15. DECIDE STATE MACHINE DIAGRAM ............................................................................................. 19 
FIGURE 16. VAULT BASIC WORKFLOW [2] ...................................................................................................... 21 
FIGURE 17. DEVOPS FRAMEWORK WITHIN DECIDE ....................................................................................... 25 
FIGURE 18. DEVOPS FRAMEWORK PROTOTYPEΩS ARCHITECTURE DIAGRAM ......................................................... 26 
FIGURE 19. SCHEMA OF THE DATABASE FOR USER MANAGEMENT ...................................................................... 27 
FIGURE 20. VAULT IN DECIDE .................................................................................................................... 28 
FIGURE 21. DEVOPS FRAMEWORK CLIENTΩS FILE STRUCTURE ............................................................................ 30 
FIGURE 22. HTML CODE OF ACSMI CONTRACTING MODULE ............................................................................ 31 
FIGURE 23. TS CODE OF ACSMI DISCOVERY MODULE ...................................................................................... 31 
FIGURE 24. STRUCTURE OF THE άCOMPONENTSέ MODULE ............................................................................... 31 
FIGURE 25. STRUCTURE OF THE άMODELSέ MODULE ....................................................................................... 32 
FIGURE 26. CODE SNIPPET OF THE άMODELSέ MODULE .................................................................................... 32 
FIGURE 27. STRUCTURE OF THE άSERVICESέ MODULE ...................................................................................... 33 
FIGURE 28. DEVOPS FRAMEWORK SERVERΩS FILE STRUCTURE ........................................................................... 33 
 

 

List of Tables 

TABLE 1. RELATIONSHIP BETWEEN STATES AND ENABLED TOOLS ........................................................................ 19 
TABLE 2. REQUIREMENTS COVERED BY THE M27 PROTOTYPE ........................................................................... 23 
TABLE 3. ENDPOINTS OF DECIDE COMPONENTS ............................................................................................ 34 
 

  

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 6 of 52 

www.decide-h2020.eu  
 

Terms and abbreviations 

ACSmI Advanced Cloud Service (meta-) Intermediator 

ADAPT DO ADAPT Deployment Orchestrator 

ADAPT MM ADAPT Monitoring Manager 

API Application Programming Interface 

EC European Commission 

GUI Graphical User Interface 

HTML Hypertext Mark-up Language 

HTTP Hypertext Transfer Protocol 

JSON JavaScript Object Notation 

KR Key Result 

MCSLA Multi-cloud Service Level Agreement 

MIT Massachusetts Institute of Technology 

MTBF Mean Time Between Failures 

MVC Model-view-controller 

NFP Non-functional Properties 

NFR Non-functional Requirement 

RAM Random Access Memory 

REST Representational State Transfer 

UI User Interface 

URL Uniform Resource Locator 

WP Work Package 

 

 

http://www.decide-h2020.eu/


D2.7 ς Intermediate DECIDE DevOps Framework Integration    Version 1.0 ς Final. Date: 28.02.2019 

© DECIDE Consortium   Contract No. GA 731533 Page 7 of 52 

www.decide-h2020.eu  
 

Executive Summary  

This document contains the technical description of the DevOps Framework. The second release of 
this component offers some improvements at a graphical level, it integrates all the DECIDE tools, and 
provides new functionalities compared to the first release, such as infrastructure to share confidential 
information amongst tools with Vault. 

Since the first release, an integration environment has been set up to provide access to partners to the 
DECIDE Platform. This environment is configured as a two-stages environment and is described within 
the document. 

The graphical interface has also been improved and serves as an entry point to access the UIs of all 
components. 

The DevOps Framework also handles the DECIDE workflow. A first approach to implement this 
functionality has been tackled in this document, with the creation of a state machine to control the 
contents of the application description. 

Lastly, the technical implementation of this component can be found at the end of the document.  
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1 Introduction  

1.1 About this deliverable  

This deliverable explains the architecture of the second DECIDE DevOps framework prototype. It 
introduces the new implemented functionalities for the M27 prototype and includes a technical 
description of this component. 

Furthermore, the deliverable gives an overview of the integration environment that has been set up 
in AIMES premises, to test the integration of the DECIDE KRs and validate it in the use cases. 

1.2 Document structure  

The document is structured in six (6) main sections: 

¶ Section 2 explains the DECIDE integration environment. 

¶ Section 3 details the DevOps Framework UI. 

¶ Section 4 describes the orchestration strategy, based on a state machine. 

¶ Section 5 provides detail of the deployment of Vault, a component to share secrets amongst 
the DECIDE tools. 

¶ Section 6 contains the technical description of the DevOps framework and, 

¶ Section 7 provides delivery and usage information 
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2 DECIDE Development and Integration  

This section presents the process followed in DECIDE that has been set up for development, testing 
and integration of its tools and KRs. It builds upon and updates the integration strategy presented in 
Deliverable D2.3 Integration and validation strategy [1], with the actual implemented methodology, 
tools and approach. 

The development process in DECIDE is set up in three stages, as the following figure shows: 

 

Figure 1. Development process in DECIDE 

¶ During the development stage, the different tools are developed by the responsible partners, 
locally, and tested in isolation before moving to the staging stage. 

¶ In the staging stage, all DECIDE KRs are deployed in a common environment, where integration 
tests can take place. This environment is meant to check the correct integration of the 
components, and said components are redeployed whenever the developer changes the code. 

¶ Lastly, in the production stage, only stable versions of the tools are deployed, after making 
sure that they are working as intended. This environment is manually rebuilt every 15 days. 

As it has been mentioned, the development is performed locally by the partners, but the staging and 
production stages are integration environments, set up in AIMES premises, to which all partners have 
access. These environments will be described in the following section. 

2.1 Staging integration environment:  

The integration environment is located in an AIMES machine, to which a public IP has been assigned. 
This environment is meant to test recent changes to the tools and the integration of the different 
components. As such, whenever a change is committed to a tool, said tool is automatically redeployed. 

The integration environment is composed of the following tools: 

¶ Git: there exists a remote repository for the DECIDE project where the different code versions 
of each of the developed services are stored. The git repository is hosted at TECNALIA. 
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Figure 2. Git where the toolsΩ code is stored 

 

Figure 3. Code structure within Git 

¶ Azure Devops: this tool allows to automate processes within the lifecycle of applications, such 
as updating the code or provisioning a new environment in a simple way. It covers the 
commonly defined as continuous integration and continuous delivery in the DevOps 
philosophy. The steps to follow to automate the services are: 
 

o Define variables:  In ǘƘŜ άtƛpelines - [ƛōǊŀǊȅέ section, the staging variables used by the 
DECIDE microservices are defined: 
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Figure 4. Staging variables in the integration environment 
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o Make a build: for the first deployment, it is necessary to generate a new build and 
define all required tasks: 

 

Figure 5. Overview of the build setup 

o Build Task: each of the necessary tasks to start a micro service (get Git sources, Maven 
ŎƻƳǇƛƭŜΣ ōǳƛƭŘ ƛƳŀƎŜǎΧύΥ 
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Figure 6. Overview of the tasks needed to start microservices 

o Make a release: When a build is running properly, it is time to create a new release 
connected to the build: 
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Figure 7. Release creation menu 

o Redeploy: Normally this operation is launched automatically when the code changes, 
but there exists the option to force the redeployment manually: 

 

Figure 8. Redeployment menu 
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Figure 9. Overview of steps required for the deployment 

o Logs: all redeployment operations generate logs. These logs are useful to know if the 
microservices can start or return an error: 

 

Figure 10. Sample of a redeployment log 

 

2.2 Production integration environment  

As stated in the introduction of the section, there is a second integration environment in place, where 
only stable versions of the tools are deployed. The goal of this environment is to have a more static 
version of DECIDE, for high-level testing and for use-cases testing.  

This production environment is set up exactly the same way as the staging one, in a second AIMES 
machine, with the only difference that the automatic redeployment is disabled. It has been agreed 
that a new deployment will take place every 15 days, to give time to new tool versions to be polished 
in the staging environment before moving onto production. 
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2.3 Code structure  

To setup the integration environment described above, the code structure within Git must follow a 
common approach, distinguishing between stable versions of the tools and versions in development. 
Thus, the following structure has been agreed upon all partners: 

Two different branches will be created: 

¶ Master branch: this branch will host the most recent version of the tools, where new 
functionalities will be implemented. The code on the master branch will be deployed in the 
staging environment whenever a new version is released. 

¶ Release branch: this branch will hold only stable versions of the tools. It will be updated with 
a new version once it has been proved that said version is bug-free and working properly. The 
code on the release branch will be deployed in the production environment every 15 days. 

Besides, the different tool releases in the release branch will be tagged to give the possibility of rolling 
back to a previous version, in case something goes wrong with the tool. 

3 DECIDE UI 

The DECIDE Framework provides a graphical user interface to provide access to the different Key 
Results. 

On one hand, the framework ƛƴŎƭǳŘŜǎ ŀ άDŜƴŜǊŀƭ 9ŘƛǘƻǊέ ǘƘŀt allows a user to create a DECIDE 
application, that is, introduce the most relevant data about the application (name, location of the code, 
number of microservices, NFRs, Χύ which will later be written into the Application Description. It also 
provides the option of importing a previously created Application Description. The current version of 
the DevOps framework is adapted to the latest NFR format. The images below show the General Editor: 

 

Figure 11. General editor. Microservices creation 
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Figure 12. General editor. NFRs definition 

On the other hand, it integrates the graphical interfaces of the Key Results, so that they can be accessed 
from one point. The preferred means of integration is through the use of an iframe, but for some of 
the tools, the DevOps Framework construct their UI, with an API-based approach. More information 
about the integration of tools at a GUI level can be found on deliverable D2.2 [2]. The following figure 
shows an example of an iframe integrated in the DevOps Framework (!/{ƳL 5ƛǎŎƻǾŜǊȅΩǎ ¦L): 

 

Figure 13. ACSmI DiscoveǊȅΩǎ ƛŦǊŀƳŜ ƛƴ ǘƘŜ 5ŜǾhǇǎ CǊŀƳŜǿƻǊƪ 

Lastly, the DevOps Framework provides a dashboard to give an overview of the status of the 
application, regarding code development, patterns or deployment situation. The following image 
ǎƘƻǿǎ ǘƘŜ ŘŜǘŀƛƭ ƻŦ ǘƘŜ άhǇŜǊŀǘƛƻƴέ ǇŀǊǘ ƻŦ ǘƘŜ 5ŀǎƘōƻŀǊŘΥ 
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Figure 14. DevOps Framework Dashboard. Operation section 

4 DECIDE Orchestration 

There are a lot of tools that intervene in DECIDE and that have to be called at the appropriate moment. 
Furthermore, these tools need that certain information about the project being developed has been 
introduced in the application description in order to work properly.  

Because of this reason, a component that takes care of these issues is required. This component has 
to invoke the correct tool at the right time and should also enable or disable access to the tools, 
depending on the information already included in the application description. It is the DevOps 
Framework the tool that handles this, since it is the entry point to DECIDE and the most centralized 
component. 

Due to the complexity of the DECIDE workflow and sub-workflows, this is not a trivial task. As a first 
step towards solving it, a state machine has been developed, to understand and clarify the information 
needs of the tools and the dependencies between the application description variables. 

The state machine described below aims at giving an overview of what variables in the Application 
Description1 are needed for each tool to be able to work. States represent tools that are ready to be 
used and transitions represent the introduction of a set of variables in the Application Description. 

This state machine is a first version that will be expanded and implemented for the final release: 

                                                           
1 The Application Description is the procedure that DECIDE has selected to make all tools interoperable 
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Figure 15. DECIDE State machine diagram 

As stated above, the differŜƴǘ ǎǘŀǘŜǎ ƻŦ ǘƘŜ ŘƛŀƎǊŀƳ ǊŜǇǊŜǎŜƴǘ ǘƘŜ ǘƻƻƭǎ ǘƘŀǘ ŀǊŜ άŜƴŀōƭŜŘέΣ ǘƘŀǘ ƛǎΣ 
they have all the necessary information to work. For simplicity, an enabled tool indicates that all 
άǇǊŜǾƛƻǳǎέ ǘƻƻƭǎ όǘƻƻƭǎ ǘƘŀǘ ƘŀǾŜ ƛƴǘŜǊǾŜƴŜŘ ōŜŦƻǊŜύ ŀǊŜ ŀƭǎƻ ŜƴŀōƭŜŘΦ CƻǊ ŜȄŀƳǇƭe, the state 
άht¢La¦{ {ƛƳǳƭŀǘƛƻƴέ ǊŜǇǊŜǎŜƴǘǎ ǘƘŀǘ ǘƘŜ ht¢La¦{ {ƛƳǳƭŀǘƛƻƴ ǘƻƻƭǎ ƛǎ ŜƴŀōƭŜŘΣ ōǳǘ ŀƭǎƻ ǘƘŜ /ƻŘŜ 
development and build, ARCHITECT and DevOps Framework tools are enabled in that state. The 
following table shows the relationship between the states and the tools enabled in each state: 

Table 1. Relationship between states and enabled tools 

State Enabled tools 

DevOps Framework DevOps Framework 

ARCHITECT DevOps Framework 
ARCHITECT 

Code development and build DevOps Framework 
ARCHITECT 
(Eclipse) 

OPTIMUS Classification DevOps Framework 
ARCHITECT 
OPTIMUS Classification 

OPTIMUS Simulation DevOps Framework 
ARCHITECT 
OPTIMUS Classification 
OPTIMUS Simulation 

MSCLA DevOps Framework 
ARCHITECT 
OPTIMUS Classification 
OPTIMUS Simulation  
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State Enabled tools 

MCSLA 

ACSmI Contracting DevOps Framework 
ARCHITECT 
OPTIMUS Classification 
OPTIMUS Simulation 
MCSLA 
ACSmI Contracting 

ADAPT DO DevOps Framework 
ARCHITECT 
OPTIMUS Classification 
OPTIMUS Simulation  
MCSLA 
ACSmI Contracting 
ADAPT DO 

Monitoring DevOps Framework 
ARCHITECT 
OPTIMUS 
MCSLA 
ACSmI Contracting 
ADAPT DO 
Monitoring (ADAPT MM and ACSmI 
Monitoring) 

 

¢ƘŜ ά/ƻŘŜ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ōǳƛƭŘέ ǎǘŀǘŜ ǊŜǇǊŜǎŜƴǘǎ ǘƘŀǘ ŀƭƭ ǘƘŜ ōŀǎƛŎ ƳŜǘŀŘŀǘŀ ŀōƻǳǘ ǘƘŜ ǇǊƻƧŜŎǘ 
(name, description, NFRs) and patterns are already available, hence allowing the development team 
to start developing. The following tools, however, do not require that the code or the images are 
available, except ADAPT DO. 

¢ƘŜ άaƻƴƛǘƻǊƛƴƎέ ǎǘŀǘŜ ǊŜǇǊŜǎŜƴǘǎ ǘƘŀǘ ōƻǘƘ !5!t¢ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ !/{ƳL ƳƻƴƛǘƻǊƛƴƎ ŀǊŜ Ŝƴabled. 

As for transitions, they reference the group of variables in the Application Description that allow a tool 
to work properly, i.e. the minimum amount of information the tool needs. Once that information has 
been introduced in the Application Description, the state (tool) is enabled. Below, these transitions are 
explained: 

¶ basicInfoΥ ōŀǎƛŎ ǇǊƻƧŜŎǘΩǎ ƛƴŦƻǊƳŀǘƛƻƴΣ ƛƴǘǊƻŘǳŎŜŘ ŦǊƻƳ ǘƘŜ ²ƛȊŀǊŘ όƴŀƳŜΣ Dƛǘ ǊŜǇƻǎƛǘƻǊȅΧ) 

¶ microServices: information regarding the microservices 

¶ NFRs: selected NFRs  

¶ patterns: patterns selected by the user from the list provided by ARCHITECT 

¶ images: images of the developed microservices are available 

¶ classification: information generated by OPTIMUS classification and required by OPTIMUS 
Simulation 

¶ schema: schema proposed by OPTIMUS and selected by the user 

¶ MCSLA: MCSLA created 

¶ contracts: contracts are created 

¶ runtimeInfo: info that ADAPT needs for deployment 

¶ urls: URLs generated by ADAPT where the microservices are deployed 

¶ violation: a violation is received 
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5 Secrets sharing 

The DevOps framework must provide the necessary infrastructure for tools to be able to share sensible 
information amongst themselves. For this task, it has been opted to use Vault. 

Vault is a tool, developed by HashiCorp, for securely storing and accessing sensitive information, or 
secrets, such as API keys, passwords or certificates.  

The main features of Vault are [1]: 

¶ Secure Secret Storage: Vault can store arbitrary key/value secrets. These secrets are encrypted 
prior to writing them to persistent storage, so gaining access to the raw storage is not enough 
to access the secrets. 

¶ Dynamic Secrets: Vault can generate secrets on-demand for some systems, such as AWS or 
SQL databases. After creating these dynamic secrets, Vault will also automatically revoke them 
after the lease is up. 

¶ Data Encryption: Vault can encrypt and decrypt data without storing it. This allows to define 
encryption parameters and to store encrypted data in a location without having to design 
specific encryption methods. 

¶ Leasing and Renewal: All secrets in Vault have a lease associated with them. At the end of the 
lease, Vault will automatically revoke that secret. Clients are able to renew leases via built-in 
renew APIs. 

¶ Revocation: Vault can revoke not only single secrets, but a tree of secrets, for example all 
secrets read by a specific user, or all secrets of a particular type.  

VAULT IN DECIDE 

The basic working process of Vault in DECIDE is depicted in the figure below: 

 

Figure 16. Vault basic workflow [2] 

1. An administrator is in charge of creating the policies that define what secrets can be accessed 
by each component. 

2. A DevOps operator (this role can coincide with the administrator role) will store the secrets 
inside Vault. 

3. Tokens, which are associated to a certain policy, thus controlling what data they can access, 
are created by the administrator and distributed to the tools that will access the vault. 

4. Whenever a tool or component needs a secret, it will request it to Vault, obtaining access to it 
by means of the provided token. 
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6 Implementation  

6.1 Functional description  

The DECIDE DevOps Framework is the platform from which the different Key Results will be accessed. 
Its main purpose is to offer an intuitive interface to the user where they can set up a specific multi-
cloud native application and consume any of the other tools integrated in the system. The framework 
provides an entry point to DECIDE and handles the interconnection between all the elements involved, 
providing a global overview about the state of the application to the end user. Furthermore, the 
DevOps Framework takes care of the user and application management and provides the necessary 
infrastructure to safely store and share sensitive information. 

Functionalities: 

The main functionalities of the DECIDE DevOps Framework can be summarized as: 

1. Entry point. The framework must provide centralized access to the different tools and KRs. It 
will also provide the necessary facilities for user and application management. 

2. KR integration. The framework must transparently unify the graphical interfaces of the Key 
Results. Besides, it will allow for the creation and edition of the Application Description, a file 
that contains the parameters to configure the tools and serves as an integration point for these 
tools. This file has been defined in deliverable D2.1 [3] and updated in D2.5 [5].  

3. Workflow orchestration. The DevOps framework will be able to launch the different tools and 
KRs and make sure that the DECIDE workflow is followed as intended.  

4. Application configuration. The DevOps framework will allow users to introduce the application 
information that is needed for the tools to function properly. 

5. User and application management: The DevOps framework will manage user access to the 
platform and the application(s) that each user is working on. 

6. Secrets management: The framework will provide infrastructure to share and store secrets 
(credentials, tokens, certificates) in a secure manner through the use of Vault [1]. 

DECIDE DevOps framework will follow an incremental strategy, according to which different 
prototypes of the framework are periodically released (in months 15, 27 and 33). The current M27 
prototype improves upon the M15 version and has the following coverage of the expected 
functionalities: 

1. Entry point. Covered. This prototype provides a platform with centralized access to all DECIDE 
tools.  

2. KR integration. Covered. The prototype gives access to all DECIDE KRs and enables 
communication amongst them. 

3. Workflow orchestration. Partially covered. The DevOps framework provides the means to 
launch the corresponding tool, and automatically triggers some components. Full workflow 
orchestration will be supported on the final version. 

4. Application configuration. Covered. The prototype lets users create and configure 
applications, by letting them introduce all the necessary information about them either from 
the General editor or from the corresponding tab of the tool. 

5. User and application management. Covered. The prototype provides infrastructure to manage 
user access and the application(s) that each user is working on. 

6. Secrets management. Covered. The prototype provides access to Vault, a component that 
safely stores sensitive information and enables its secure sharing. 

Requirements: 
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The global requirements for the DECIDE DevOps Framework have been analyzed, reviewed and 
gathered in D2.1 [3] and revised in D2.2 [4]. The following table provides the status of the 
implementation of these requirements in the M27 prototype. The table represents an update on the 
requirements implemented for the M15 release and documented in section 2.1 of deliverable D2.6 [7]. 

Table 2. Requirements covered by the M27 prototype 

Req. ID Req. Description 
Requirement coverage by the 
prototype 

KR1-REQ1 
The system must provide the user 
with an entry point to DECIDE. 

The prototype provides access to a 
platform from which the different tools 
can be utilized. 

KR1-REQ2 
The system must unify transparently 
the UIs from the different KRs. 

The prototype provides access to the 
tools, whose UI will be embedded in 
the platform, following a common set 
of guidelines. 

KR1-REQ3 
The system must provide a generic 
DECIDE UI. 

The prototype includes a dashboard 
that unifies information from some of 
the tools to give an overview of the 
application status 

KR1-REQ4 
The system must receive 
ARCHITECT's patterns. 

Although the prototype does not 
receive patterns as such due to design 
reasons, it provides access to the 
patterns repository and allows a user 
to select what patterns will be applied 
to the application. 

KR1-REQ5 
The developer must have access to a 
development environment with the 
received patterns. 

wŜǉǳƛǊŜƳŜƴǘ ǊŜƧŜŎǘŜŘΦ !w/IL¢9/¢Ωǎ 
patterns do not include code snippets 
that can be received by a development 
environment. 

KR1-REQ6 
The developer must have access to a 
development environment with 
preloaded DECIDE configurations. 

The prototype allows its users to 
import Application Description files, 
which would load a certain DECIDE 
configuration. 

KR1-REQ7 
The system must allow the developer 
to submit their code. 

This functionality is provided by 
Eclipse. 

KR1-REQ8 
The system must be able to version 
the code submitted by the developer. 

This functionality is provided by Git. 

KR1-REQ9 
The system must be able to resolve 
the dependencies of the submitted 
code. 

This functionality is provided by 
Eclipse/Git. 

KR1-REQ10 
The system must compile the code 
without errors. 

This functionality is provided by 
Jenkins. 

KR1-REQ11 
The system must receive the testing 
activities that have to be performed 
on the code. 

This functionality is provided by 
SonarQube. 

KR1-REQ12 
The system must be able to perform 
the received testing activities. 

 This functionality is provided by 
SonarQube. 

KR1-REQ13 
The system must present the results 
from the testing activities. 

 This functionality is provided by 
SonarQube. 
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Req. ID Req. Description 
Requirement coverage by the 
prototype 

KR1-REQ14 
The system must guarantee the 
continuity of the code within 
DECIDE's workflow. 

The code resides in a Git repository 
that is accessible by all tools. 

KR1-REQ15 
The system must make the code 
available for DECIDE. 

The prototype will provide an option to 
indicate where the code is located, 
making it available for all tools. 

KR1-REQ16 
The system must guarantee the 
fulfilment of DECIDE's patterns by the 
developer. 

Requirement rejected.  

KR1-REQ17 
DECIDE DevOps framework must 
provide support for NFR gathering. 

The prototype provides a General 
Editor that will let the user specify the 
ŀǇǇƭƛŎŀǘƛƻƴΩǎ bCwǎΦ 

KR1-REQ18 

The system must support developers 
establishing qualitative NFP that the 
application must comply with (i.e. 
security, location, financial, low/high 
technological risk). 

The prototype provides a General 
Editor that will let the user specify 
ŀǇǇƭƛŎŀǘƛƻƴΩǎ bCtǎ. 

KR1-REQ19 

The system must support developers 
establishing quantitative NFP that the 
application must comply with (i.e. 
MTBF, availability, response time, lag, 
cost, throughout)). 

The prototype provides a wizard that 
ǿƛƭƭ ƭŜǘ ǘƘŜ ǳǎŜǊ ǎǇŜŎƛŦȅ ŀǇǇƭƛŎŀǘƛƻƴΩǎ 
NFPs related to availability and cost. 

KR1-REQ20 
The system must include a (MC)SLA 
editor. 

The MCSLA editor is integrated in the 
prototype. 

KR1-REQ21 
The system must include an 
Application Controller. 

The prototype utilizes the Application 
Controller to update the Application 
Description file. 

DEVOPS-REQ1 
DECIDE framework must facilitate 
small and frequent updates of the 
code. 

The prototype provides continuous 
integration, which facilitates small and 
frequent updates of the code. 

DEVOPS-REQ2 

DECIDE framework must support the 
automatic deployment of the 
infrastructure required for the 
development. 

Requirement rejected. Development is 
performed locally, there is no need to 
deploy a development environment. 

DEVOPS-REQ4 
DECIDE framework must use 
microservices. 

The prototype is built following a 
microservices architecture. 

DEVOPS-REQ5 
DECIDE framework must support the 
continuous integration of the 
developed apps. 

The prototype supports the continuous 
integration of the code. 

DEVOPS-REQ10 
DECIDE framework must provide a 
way for team members to 
communicate with each other. 

Not covered. 

DEVOPS-REQ11 
DECIDE framework must provide a 
way for team members to plan the 
development process. 

Not covered. 

DEVOPS-REQ13 

DECIDE framework must support the 
application of best practices and 
design principles during the first 
phases of the development. 

Not covered. 
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Req. ID Req. Description 
Requirement coverage by the 
prototype 

KR1-REQ22 

DECIDE framework must provide a 
way to securely share sensitive 
information amongst the different 
Key Results 

The prototype integrates Vault, a 
component for securely sharing and 
storing secrets. 

KR1-REQ23 DECIDE framework must provide a 
way to manage its users and the 
projects that these users can access 

The prototype provides user and 
application management. 

 

6.1.1 Fitting into overall DEC IDE Architecture  

Before explaining in-depth the most important technical aspects of the DevOps framework 
implementation, we introduce how the framework is connected with the rest of DECIDE modules and 
represent the interfaces that enable the communication among them. 

As described above, the DevOps framework is responsible for providing an intuitive user interface (UI) 
to developers and operators, so that they are able to orchestrate the communication between the 
different DECIDE tools and can provide as input all the parameters necessary to execute them. 

Most of the information required by the tools is contained inside the Application Description, which is 
a configuration file hosted remotely in JSON format, that can be edited by the DevOps framework and 
by any of the DECIDE tools by means of the Application Controller. 

The following picture shows how the DevOps framework fits in the general architecture: 

 

Figure 17. DevOps Framework within DECIDE 

The DevOps Framework is composed of a backend, responsible for storing and manipulating data, a 
frontend that, on one hand, unifies the UIs of the different tools and, on the other, provides a 
Dashboard to give an overview of the status of the application.  

Besides, a Vault instance is deployed within the DevOps Framework to handle storage and sharing of 
sensitive information. The DECIDE KRs will access this component when they require any secret. 
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6.2 Technical description  

In this section we describe the technical specifications of the DevOps framework implementation, 
explaining the global architecture of the system and the behaviour of the main components. 

6.2.1 Prototype architecture  

The DevOps Framework is designed as a microservices architecture based on isolated containers that 
communicate with each other to obtain the required data. The general architecture of the DevOps 
framework for this intermediate version is shown in the diagram below. It is composed of multiple 
modules that communicate with each other using Cloud Computing techniques, such as service 
discovery between each module, or load balancing to control traffic inside the containers network.  

 
 

Figure 18. 5ŜǾhǇǎ CǊŀƳŜǿƻǊƪ ǇǊƻǘƻǘȅǇŜΩǎ ŀǊŎƘƛǘŜŎǘǳǊŜ ŘƛŀƎǊŀƳ 

The DevOps Framework interacts with the microservices that correspond with the DECIDE KRs 
(ARCHITECT, OPTIMUS, MCSLA, ACSmI and ADAPT). It also deploys instances of SonarQube and 
Jenkins, and Vault, for secrets sharing. 

In addition, the framework communicates with a local database to store data relative to user access 
and application management. The details of this process, along with the Vault system, will be detailed 
in section 6.2.2. 

Regarding the isolation of each microservice, and as mentioned in deliverable D2.6 [5], the DevOps 
platform has been deployed using Docker technology, which allows to containerize each application 
inside a separated component, and redirect the communication with the rest of the network 
containers, handling network aspects such as service discovery techniques, REST client definition or 
load balancing between nodes. Finally, this cloud architecture provides a solution ensuring high 
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